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VARIOUS SOCIAL MEDIA PLATFORMS
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TRENDING FINANCIAL FRAUDS 

» JOB OFFERS FRAUD
▪ Background/Backdoor Entry Job fraud
▪ Work from Home Job or Part time job Fraud
▪ Abroad Job / Education Fraud
▪ Career Consulting Fraud

» ADVERTISEMENT AS A SERVICE FRAUD
» OTP / WITHOUT OTP FRAUD (one time password)
» REMOTE ASSISTANCE FINANCIAL FRAUD
» SOCIAL MEDIA IMPERSONATION BASED FRAUD
» CYBER EXTORTION FRAUD
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JOB FRAUD MODUS OPERANDI
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JOB FRAUD MODUS OPERANDI

Data from Job Portals, 
Social media websites 

and platforms, etc.

Fraudsters advertise 
on social media, send 
mass emails, SMS or 

approach victims 

Victims get lured and 
they pay amounts 

NO response from the 
fraudsters
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JOB FRAUD MODUS OPERANDI (Cont..)
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▪ Ask for fill the online form

▪ Ask for Install an mobile application 

▪ Ask for remote assistance support

▪ Ask for personal details information 



RED FLAGS

a. Getting the job immediately after a quick phone or Instant Message 
interview. 

b. Google/ LinkedIn / Official Domain search results do not show 
accurate results of the openings interviewed.

c. Fraudsters ask victims to Provide Private Information (Aadhaar, PAN, 
and Passport copies) under the pretext of Background Checks to 
private mail IDs instead of the official ones

d. Fraudsters ask victims to pay registration fees which will be 
refundable 

e. Many fraud Emails will look legitimate, but they are unprofessionally 
written and crafted
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Some signs to detect fraud E-mails/SMS
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Sending mails from 
unofficial domain 

emails 
Alternatively, they 

might use a spoofed 
website, i.e., 

jobs@bankof_america
.com instead of 

jobs@bankofamerica.
com

No Salutation, i.e., 
Mr. or Ms., means a 
template is compiled 
and pasted for many 

people.

Capitalization errors: 
hyderabad, it should be 

Hyderabad.

Punctuation, Commas, 
Periods, Paragraph, 

and Full of 
Grammatical errors

Email Signatures 
have only mobile 

numbers, and they do 
not publish an official 

number with an 
extension.

Email ID may be 
spoofed; Please 
check the Email 

header thoroughly

mailto:jobs@bankofamerica.com
mailto:jobs@bankofamerica.com


ADVERTISEMENT AS A SERVICE FRAUDS
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✔ Online Offers & Lottery
✔ Online Loans
✔ KYC related
✔ Matrimonial Frauds
✔ Goods and Services
✔ E-commerce 



ADVERTISEMENT AS A SERVICE FRAUDS
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Misuse of 
well-known native 

platform to buy and 
sell goods and 

services. 

Fake Advertisements 
offer services

Click-Hijacking
Fake App Installation

Botnet Add Fraud
Hidden Ads

UPI medium use for 
transaction helps 

fraudsters in making 
quick cash



ADVERTISEMENT AS A SERVICE
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OTP/Without OTP Fraud (one time password)
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OTP/Without OTP Fraud (one time password)
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▪ Unified Payment Interface (UPI) is one of the most 
acceptable methods of payment.

▪ PIN to authorize the financial transaction, and the entire 
transfer process is done in seconds.

If the phone is compromised then 
hackers can access the SMS and 

phone information.



REMOTE ASSISTANCE
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SOCIAL MEDIA IMPERSONATION BASED FRAUDS
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SOCIAL MEDIA IMPERSONATION FRAUDS
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Digital Identity Theft

Impersonating through Bots, 
Crime, Entertainment

Giveaways posts by Impersonating 
buyers and sellers, online shopping

Impersonating users and create 
profile on social media platform

Demand money in urgency, medical 
needs 

Customer Care Representative

Social Engineering

Honeytraps



CYBER EXTORTION 
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CYBER EXTORTION 
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• Cyberstalkers usually use digital 
platforms like email, instant 
messages, phone calls, and 
different communication modes

• Sextortion through social media, 
hacked webcams  and account 
hacking

• Most of the attack medium, 
through social media, Internet 
Messenger, Dating Apps, Gaming 
Application, Cheat Code, Offers, 
etc.

• Blackmailing through personal 
data, privacy breach



Online Financial Frauds – Handy links / contacts

» Immediately dial helpline number : 1930

» Report on www.cybercrime.gov.in (National Cyber Crime Reporting Portal)

» Report on Social Media Platforms

» File a grievance at Bank immediately 
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http://www.cybercrime.gov.in/
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THANK YOU


